Abstract. Database encryption can be used to get rid of the security risk of database systems. Firstly, DES algorithm is used to encrypt the user data, and only the ciphertext of the data is stored in the database. Secondly, the hash value of the string composed of the user name and the user key is used as the user's identification key. Finally, the plaintext or hash value of the user's key is not stored in the database, and the user's key are saved separately by the users themselves. As one-way functions are irreversible and symmetric encryption is difficult to crack, the above methods can effectively prevent external attacks on the database and illegal use of user data by internal authorized personnel.
Introduction
With the popularization of e-commerce, e-government, social networking and cloud storage, user info is increasingly concentrated in the servers of government agencies or business organizations. Personal identity information, transaction information, travel information and property information etc. are mostly concentrated in a few server databases. Because of the openness of database, it is possible to leak user information on a large scale. In recent years, user information has been stolen, abused and sold all over the world.
At present, most of application systems of database adopt B/S or C/S structure to ensure the security of user data in the way of username and key. The plaintext or hash value of username and key are stored in a table in the database. When the user logs in, the username and the corresponding key are compared with what stored in the database by the background program. If they match, the system considers the user as a legitimate user .In fact, the method of username and key is a very unsafe authentication method. The security vulnerabilities of this scheme lie in two aspects: one is that the username or key is easily intercepted during transmission, the other is that if the table where the user name and key are stored is corrupted, the data is unsafe.
Database Security Overview
In order to protect the data security of the database, most database management systems provide some security mechanisms for the database, including user password authentication, user access control, data storage mode control etc. [1, 2] . But most database management systems rarely provide data encryption services. Even if data encryption mechanism is provided, the encryption keys and data are stored in the same database. Once the database system is cracked, the data in the database is not safe enough to guarantee the security of the data in the database. Therefore, data encryption is the most effective technical means of information protection. Even if the database is cracked, the illegal intruder cannot use it because of the encrypted text [3] .The other way of information disclosure is for legitimate users, such as database manager or internal staff who need to operate data. They have higher or highest technical authority to insert, delete, modify or copy data because of their work. It is possible for them to disclose data to third parties illegally. The third way of leakage is data transmission. However, no matter what the cause of data leakage, data encryption technology can effectively against them. This paper will discuss how to use one-way function MD5 algorithm and DES symmetric encryption algorithm to protect data comprehensively. This method does not require trusted database administrators [4] .
Encryption Granularity
Encryption granularity refers to the smallest unit of encrypted data. It is generally divided into tables, records and attribute values from large to small. The smaller the encryption granularity is, the less time it takes to encrypt or decrypt every time, and the more flexible it is to use. However, under the condition that the total amount of data remains unchanged, the smaller the granularity, the more times of encryption, and the more keys are generated .The management of keys becomes more and more complex, and the possibility of key leakage is becoming greater [5] .
The MD5 Algorithm
MD5 algorithm is a hash algorithm proposed by Ronald Rivest in 1992. It is a one-way hash function with unidirectionality and anti-collision characteristics [6] . The algorithm can compress any length of information into 128 bits or 16 bytes of information digest by calculation. That is,
m is any length of information, H is the information digest. Hash function produces a information digest with fixed length. It is easy to calculate the hash value of m with known h value. And it is almost impossible to calculate m value in reverse with known h value. It is difficult to find another message n, so that Hash (m) = Hash (n) can be achieved. So the hash function is irreversible.
DES Algorithm
DES algorithm is a symmetrical encryption algorithm developed by IBM in 1972, which is the American encryption standard. The algorithm requires that plaintext be grouped into 64 bits, the key length is 64 bits, and the ciphertext length is 64 bits also. In fact, only 56 bits of key participate in DES block encryption operation, and the others are used as checked bits. The advantages of symmetrical encryption are fast encryption speed and high efficiency, and it is widely used in large data encryption [7] , and encryption and decryption can be done with the same function.
Up to now, DES algorithm has very high security. In addition to using exhaustive method to attack DES algorithm, no more effective method has been found. Some DES uses triple DES, and the ciphertext obtained is more difficult to be decoded by exhaustive search: DES decoding requires 2 112 exhaustive attempts rather than 2 56 [8].
Insert Records
In order to add a data record (INDEX, D1, D2...Dm) into a table R (index, d1, d2...Dm), the hash value of string "username+key" is calculated first, H= MD5 (username+key). 
Summary
Database encryption is an effective means of data protection for users. The hash function and symmetric encryption algorithm provided in this paper can effectively protect user data. This method does not require trusted database management system and administrator's trust guarantee. It is not only applicable to many database application systems, but also to cloud storage, database service outsourcing and other fields. More and more attention has been paid to security, and it is believed that this method can be applied more and more widely.
